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Abstract 
Information and Communication technology (ICT) and the integration of Distributed Energy Resources (DER) are 
two of the most important parts of the future smart grid, so it is necessary to analyze their interaction. In that context, 
standardization plays a key role to cope with interoperability issues and to develop a sustainable solution. 
Internationally, the International Electrotechnical Commission (IEC) has created the IEC 61850 one of the most 
prominent standards identified by most roadmaps, e.g., CEN/CENELEC/ETSI, IEC, IEEE P2030 [1], The US 
National Institute of Standards and Technology (NIST) and Strong and Smart Grid China (SSGC). The overall focus 
of the standard family lies with substation automation and the corresponding communication. However, it has 
outgrown its original purpose with the part 7-420 dealing with and focusing on the integration of DER into the power 
distribution grid. Since smart grids are highly complex systems consisting of various actors and components, the IEC 
61850 has to be seen in context with other standards in the overall infrastructure. 
 
© 2012 Published by Elsevier Ltd. Selection and peer-review under responsibility of Technoport and the 
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1. Introduction   
The upcoming idea of the so called smart grid has led to a shift in the control and operation of electric 
power grids within utilities. Nowadays, the flow of electricity has changed from the previous way from 
the fed-in at high voltage level with a corresponding downstream to the lower voltage levels. The new 
and increasing amount of distributed generation for renewable energy leads to more generation at the 
lower voltage with the corresponding feed-in. This changes the way information about the power grid in 
provided. Generation and distribution were top-down in terms of voltage-levels and profiles for 
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consumption. With households and industries having their own generation which might depend on 
heuristics like photovoltaic energy or wind, it is no longer particular clear that they always consume a 
predictable amount of electricity. So, gathering information about the feed-in and even controlling the 
Distributed Energy Resources (DER) for safety reasons on operating the grid is of highest importance [2]. 
Within this contribution, we are going to provide an overview on the most current technical standards 
being available for the integration of DER (but omitting things like grid codes). Based on international 
roadmaps and recommendations, the IEC 61850 standard and its application to smart grids and DER in 
form of the IEC 61850-7-420 are introduced in Chapter 2. Based on the standards, requirements for the 
Information and Communication Technology (ICT) integration on systems in order to achieve a proper 
interoperability are introduced in Chapter 3 providing the requirements from a technical point of view. 
Chapter 4 introduces our approach and technical architecture to combine regulatory issues implied by 
legal requirements like unbundling and the idea of combining DER to a Virtual Power Plant (VPP) to 
make them more predictable and virtually larger. Chapter 5 closes with a conclusion of open questions 
and already feasible results from this very approach.  
2. Technical integration: IEC 61850 and its derivates 
At IEC level, several international roadmaps [3], [4], [5] have outlined that from a technical point of 
view for an electric utility, the IEC Seamless Integration Architecture (SIA) Technical Report (TR) 62357 
(as depicted in Fig. 1) is the most important architectural blueprint for utilities. However, the SIA is not 
just one single standard but more or less an overview how IEC Technical Committee (TC) 57 standards 
related to each other. Within the SIA, standards from different bodies and working groups are put in 
relation to each other.  
 
Fig. 1: IEC TR 62357 Seamless integration architecture [18] 
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One of the most important standards is the IEC 61850 for the communication and control of substation 
system which is depicted at field level in the SIA [6]. Originally designed with the designation of 
enhancing the interoperability between systems from different vendors at substation level, the standard 
family has outgrown its original purpose and has become an automation and control standard at the field 
level  mainly for DER.  
 
Providing an abstract data model, less object-oriented and IT-driven than standards like the IEC 61970 
Common Information Model (CIM) but still useful. It is provided with a tree-like structure for navigation, 
an abstract communication system interface (ACSI) provides the technical mapping from the 
communication standards which can be exchanged as time and technology evolves to the core functions, 
status points and attributes of the physical systems being modeled. 
 
The IEC 61850 consists of several sub-standards providing different parts for the overall scope of the 
standard [7]. Fig. 2 provides an overview on those subparts as time of writing this contribution. One of 
the most important aspects of IEC 61850 is the data model. It can be used to engineer the abstract 
communication system interface (ACSI) for different purposes of control and metering of DER.  
 
Fig. 2: Overview on the IEC 61850 parts (Source: OFFIS) 
Basically, this means that beginning with switchgear, transformers, and primary protection equipment, 
going to hydropower plant with large reservoirs and photovoltaic cells, and Micro Combined Heat and 
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Power (CHP) plants, these very standards can be used for a large variety of generations and field 
equipment. The basic object-oriented approach can be seen in Fig. 3 of this contribution.  
 
 
Fig. 3: An example of modelling using IEC 61850-7-420 for DER (Source: OFFIS) 
Fig. 3 also shows how the virtualization of the device is done by the standard. The real world object 
consists of different function blocks which are used for control, reporting, status polling or pushing the 
primary electric functionality.  
 
The data model provides so called Logical Nodes (LN) which have certain semantics (e.g. a 
measurement node for metrological purposes) with certain attributes (e.g. a voltage level) with certain 
defined data types (e.g. FLOAT). To change, poll or push this data, the interface provides a capability of 
polling from the directory services a self-description of the device and then asking to change the status or 
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set a certain control flag. The semantics of the nodes are like building blocks (often also called bricks) to 
be combined together in so called profiles defining a certain amount of nodes, their attributes relations 
and operations for a chosen context. Using this profile mechanism, different devices can be modeled 
using IEC 61850. 
 
Additionally, various communication mappings of the abstract system interfaces are standardized. For 
real time communications over narrow band connections, Manufacturing Messaging Specification (MMS) 
has proven to be the proper solution. Unfortunately, the format is quiet cumbersome and carries little 
semantics making the use difficult. Existing stacks are rather expensive and number of vendors limited. 
Therefore, MMS is not used for the control of DER but at substation level where the ICT costs do not 
matter as much as with the end consumer. Fortunately for the control of DER, a mapping of the IEC 
61850-7-420 from the IEC 61400 family exists which provides a web services mapping for IEC 61850. 
Most of the time, this can be applied to control and communicate with household located DER at 
different domain related communication mechanisms, DER can be controlled by Energy Management 
Systems (EMS) using direct TCP/IP connections over the internet (IP-based connections). So, basically, 
field devices can be treated like regular web services from an ICT standpoint and view.  
 
The next section will elaborate more on the integration of field devices and DER using web services 
with the Application-to-Application (A2A) and Business-to-Business (B2B) world at electric utilities. 
Since DER have different types and vendors, the choice of logical nodes (profiles) and the 
implementation is of highest importance from the interoperability standpoint of integration. Furthermore, 
the next section of this contribution is going to discuss how standards can help to better cope with 
interoperability. 
3. Integration technologies for smart grids at ICT level 
While systems and applications at utilities in the past were operated separately, today business and 
DER integration into the power grid requires interactions between multiple systems and applications to 
operate effectively. To do so, coupling of former separated and heterogeneous systems is necessary but 
difficult. Fig. 4 illustrates the different forms of integration distances reaching from customized 
integrations to plug-and-automate integration. This requires solutions to integrate those systems in a way 
their functionality is still available and can be adapted to changing need. The establishment of a common 
information model that is to be used throughout many applications and systems requires solutions to cope 
with different data sources of the various actors [8]. 
 
To allow the recombination of different data sources and the establishment of new interfaces between 
those systems, syntactic and semantic interoperability is required. Unlike in data or function integration, 
the implementation of the original systems is not affected by this enterprise application integration 
approach. Usually, the integration will be realized through integration platforms that allow the 
implementation of required interfaces - middleware is often the layer where this integration effort takes 
place. 
 
The middleware is often message-based, meaning components exchange data defined in messages 
which are sent from one component to another. Extensible Markup Language (XML) is then used for 
various purposes, like message description and interchange. By shifting the intelligence to interfaces in 
conjunction with intelligent routing, publish/subscribe and event mechanisms, it is possible to define 
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high-performance systems spanning across multiple organizations and actors. In general this approach is 
labeled as Enterprise Application Integration (EAI). 
 
Service-Oriented Architecture (SOA) goes one step further with the integration approach as well as 
with the organizational embedding, but also shares the technological concepts of EAI. A SOA requires 
specific features according to the service paradigm from the applications to be coupled in order to allow 
for successful process integration. The smallest units in a SOA are services that provide a defined set of 
functionality, being so fine-grained that they provide units for reuse. 
 
 
Fig. 4: Integration distance from a syntax and semantic oriented point of view (Source: OFFIS adopted from [9]) 
However, what exactly a service is and its level of granularity is in many cases defined different. The 
term service is often considered from a certain perspective from a particular stakeholder group, for 
instance, regarding the structuring of the business or the IT, as being stated by The Open Group 
Architecture Framework (TOGAF) [10]. Different approaches to describe a SOA and to classify their 
services are described in [11], [12]. 
 
Services, both business and technical, are self-contained, have a contract assigned that specifies their 
functionality and how to access its functionality, and produce predictable results. In contrast to the sizing 
of applications and their functionality, services are designed to be used with other services in terms of 
composition and orchestration. This level of granularity adds more flexibility to business processes, as 
they may be defined and executed using the services. Services are characterized by loose coupling and 
will usually be provided in specific directories where they can be found by third parties or process 
engines. Technical services are mostly realized as web services using the WS* technology stack from 
W3C. The service localization is then realized with Universal Description, Discovery and Integration 
(UDDI) that provides standardized way to locate those services. Besides the possibility of direct coupling, 
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the usage of a platform providing the required functionality to orchestrate and compose services is highly 
important and can be realized in SOA middleware. 
 
The features that middleware for this application area usually offers can e.g. be data transformation, 
connection to data sources, automation technology, logging, reporting as well as filtering and 
transformation. Such complex middleware is often named Enterprise Service Bus (ESB). A platform like 
this can serve as a focal point for data, but it can also become a bottleneck for the distributed arranged 
services. Therefore, it is beneficial to have a redundant middleware infrastructure that is scalable. In case 
a part of the IT infrastructure is not operated by a company itself but by another provider, the provided 
infrastructure becomes more and more abstract and blurred, meaning it appears as to be surrounded by a 
cloud. 
 
By turning from a central IT to more decentralized systems in the energy sector, more efforts on 
system integration have to be spent [13]. The mentioned integration paradigms are very valuable for 
smart grids, as they can be applied for the integration of decentralized systems, comprising producers, 
storage, consumers and other data sources. Here, the integration paradigms of EAI and SOA may be used 
for communication, automation as well as for secondary and primary IT. Internationally standardized 
solutions already exist to simplify this, like for instance the IEC 62357 SIA, which can be realized using a 
SOA, or the IEC 62541 OPC Unified Architecture as a web service based SOA-based approach for data 
exchange. Nevertheless, there are still gaps that require harmonization between semantic and syntactic 
interfaces. 
 
Today several of the following basic technologies exist and are wide spread in some industries (e.g. in 
banking and e-commerce). Currently, the paradigm of the integration of heterogeneous systems using 
modern IT-integration technologies is characterized by a monolithic approach. 
 
This results in highly integrated systems, connected with point-to-point connections. EAI technologies 
and solutions are used for the realization of those systems but there is further potential for optimization. 
In order to promote the integration, a wide establishment of SOA is a first step. A SOA does not describe 
out-of-the-box solutions but rather a paradigm for the development of systems that fulfill individual 
requirements. Developers are provided with a structure that allows different, distributed systems to be 
combined. As an architectural paradigm, SOA is concerned with the management of business processes 
that are distributed over numerous of existing and new, heterogeneous systems. These systems are 
moreover often controlled by different actors [3]. Thus, SOA requirements fulfill the smart g
requirements regarding the IT infrastructure, as they also show a high degree of distribution. 
 
Having established this, the focus shifts on to syntactic interoperability (see Fig. 4). This means, that 
two or more systems are able to communicate with each other and to exchange information. The 
specification of data formats, data serializations and communication protocols is essential to achieve this 
goal. Standards like XML or Structured Query Language (SQL) with their dialects can act as enablers for 
syntactic interoperability. Syntactic Interoperability is the prerequisite for other forms of interoperability 
as for instance semantic interoperability [14]. 
 
After the level of syntactic interoperability is reached, appropriate reference architectures for the 
development of new systems can be defined. Reference architectures describe a certain type of domain 
specific architectures and moreover a large class of systems in an abstract manner. So they allow 
developers to obtain information about the design of specific classes of systems. Reference architectures 
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are usually being developed by deriving the information from domain specific studies. All in all, 
reference architectures depict an ideal architecture with all functionalities that can be realized through 
instantiated systems [15]. Semantic interoperability then decreases the integration distance in comparison 
to the mentioned reference architectures (see Fig. 4). It is defined as the capability to utilize the 
information exchanged to achieve results that are usable by all involved systems. In order to reach 
semantic interoperability, all involved systems have to agree upon a single, content-oriented reference 
model for information exchange. The contents in terms of payloads of information exchange have to be 
defined clearly  the information sent is the same what is interpreted by the receiver [16]. 
4. One possible architecture model for dealing with DER in VPP 
The two previous sections have introduced the need for established standards from international 
consensus which can help with the technical integration of new control mechanisms for DER into the 
existing power grid. Furthermore, we have outlined the need to achieve better interoperability by using 
standard ICT technology like Web Services and SOA in context with the IEC SIA which is new to 
electric utilities for their field operations.  
 
Fig. 5: proposed combination of economic and technical integration based on standards (Source: OFFIS) 
The existing standards provide the possibility to model DER, the concept of virtually aggregating DER 
for a so VPP is not supported by the current standards and profiles. Fig. 5 shows an overview on this use 
case. DER have to be taken into account not as single entities, but combined to a certain Quality of 
Service (QoS) with different degrees of freedom for control. As a technical goal, the optimization of both 
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consumption and feed-in in the four different distribution grids A, B, C, and D is possible. However, a 
local optimum may not always be a global optimum. One particular aspect of DER in a VPP is that they 
are not necessarily in the very same distribution grid but can also be seen from an economic perspective. 
So economically in Germany, with the so called economic balancing pools, only a monetary aspect for a 
VPP is taken into account and not the location of the feed-in. One particular aim of an integrated VPP is 
to combine those two aspects. This leads to even higher requirements for optimization algorithms, data 
exchange on status and measurements, load schedules being sent and adopted to and to control and data 
exchange processes.  
 
As DER in a VPP are ideally from different classes (there is no real need for a solar VPP without wind 
or CHP) technology is unfortunately inherently heterogeneous and from different vendors. Therefore, 
only international standards supporting those different device classes using TCP/IP based communication 
links through non-dedicated lines over internet are really in favor of this architecture. As the previous 
sections have ruled out, IEC 61850-7-420 is both a meaningful and accepted solution for controlling 
DER. One current drawback is that the existing profiles do not fully support the meta-aggregation level 
DER control of multiple DER and their aggregation layer for schedules and QoS towards Energy 
Management Systems (EMS). These issues are nowadays still a subject to standardization.  
5. Conclusion and Outlook 
Within this contribution, we have outlined and introduced the need for technical standards in order to 
better control and cope with the upcoming distributed renewable generation in the distribution grids.  
 
In order to avoid violating operational limits through the feed-in of distributed generation, control of 
those devices is of highest importance. Since direct control is not easy for the devices which have a small 
seem to be a favorable solution.  
 
Using the standard IEC 61850 and its derivate IEC 61850-7-420, building blocks for modeling and 
controlling of different DER like micro Combined Heat and Power Plant (CHP), solar panel, fuel cells 
and Wind Power Plants (WPP) exist. Using this standards family, the ICT-based integration problem for 
B2B and A2A can be solved at the semantic and syntactic level.  
 
However, the existing profiles are not mature enough as well as the existing web services mapping. 
Additionally, within our contribution, we have introduced the approach of optimizing this use case for 
both technical and economical goals to be achieved. Those algorithms can only be properly run at EMS 
/SCADA level with a proper ICT base. The existing standards must be extended to another new layer 
with providing aggregated information about combined DERs and control mechanisms providing a 
balancing for the underlying DERs of a VPP. Currently, this is lacking in the existing standards as 
pointed out in e.g. the M/490 mandates work of CEN/CENELEC and ETSI [17]. With the upcoming OPC 
UA, a proper serialization from the industrial automation domain will be available providing both a 
meaningful serialization for web services and an optimized binary format. Extending the existing 
standards to cope with those main issues will be essential for meaningfully controlling and integrating 
DER into the smart grid from an ICT point of view.  
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